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In order to use useful web-services like the cloud computing and the e- *

commerce, it is necessary to guarantee security. However, the verification of

security of such systems is difficult for non-specialist. In our laboratory, we TE/IRERER

study automated security verification tools on computers by describing the
system specification and the security requirement mathematically.

QFREEHEAcHE (SSL/TLS7z &) | BFIRE. BHBE Bitcoin) &,
%E‘im’éﬁtﬁﬁ L CTHRAGIEEZREICEIRT S50 FaLIZET S
MREZEDHTVET, FLLWTO L)L DFRFTOERERE., BEAX~D
WE (Tl T EICRYBATHET,
By using cryptographic primitives, we study cryptographic protocols which
securely achieve various functions like authenticated key exchange (e.g., SSL/TLS),
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BOTEL e-voting, and cryptocurrencies. Our project includes designs of new cryptographic
protocols, implementation experiments, and security evaluation of known protocols.
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We study requirements for next-generation cryptography, and propose new O COHER
primitive and notion to achieve such requirements. Our project includes el

cryptography for loT environments, fail-safe cryptography (e.g., human-error,

and improper use), and security-preserving composable protocols.
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